Configuration d'un IPS/IDS :

Dans cette partie nous allons voir comment configurer un IDS/IPS avec le suricata
sur unPfSense pour améliorer la sécurité de son réseau. Qui est un programme qui
permet de surveiller notre réseau

Je commence tout d'abord par me rendre dans System > Package Manager sur
I'interface web de mon PfSense
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Ensuite je clique sur Available Packages et je recherche Suricata et je clique sur
Install

Installed Packages

Search term sur i_ca_tz_‘ Both hd | |

Enter & search string or *nix regular expressicn 1o search package names and descriptions.

Name Version Description

suricata 7.0.7 High Performance Network |DS, IPS and Security Monitoring engine by OISE [.'. |m]

Package Dependencies:

§ suricata-7.0.7



Pour que le Suricata fonctionne bien il faudra tout d'abord désactiver cette option dans
System > Advanced > Networking

Network Interfaces

Hardware Checksum Disable hardware checksum offload

Offleading Checking this option will disable hardwale checksum offloading
Checksum offloadin roken in some hardware, particularly some Realtek cards. Rarely, drivers may have problems with checksum offloading and
some specific NICs. This will take effect after a machine reboot or re-configure of each imerface.

Ensuite on va maintenant le configurer, je me rends dans Services > Suricata
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Ensuite dans Interfaces je clique sur Add pour ajouter une nouvelle interface

Imterfaces Global Settings Updates Alerts Blocks Files Pass Lists Suppress Logs View Logs Mgmt SID Mant

Sync IP Lists
Interface Settings Overview
Interface Suricata Status Pattern Match Blocking Mode Description Actions
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Arrivé sur cette page je sélectionne l'interface WAN pour détecter les intrusions venant
de I'extérieur, ensuite je donne la description protection_exterieure, ensuite je coche
Enable HTTP Log, pour recevoir des journaux d'événements des événements http et je
laisse Regular pour le type de log

WAM Settings

General Seitings

Enable Cheacking this box enables Suricata inspection on the interface.

Interface WAN (em0)

ses, you will want to choose LAN here if this is the first Suricata-configured

Enter a meaningful description here for your reference. The default is the pfSense interface friendly description.

Send Alerts to System Suricata will send Alerts from this interface 1o the firewall's system log.

Log MOTE: the FreeBSD syslog daemon will automatically truncate exported messages o 480 bytes max

Log Facility LOCAL1 v

Select system log Facility to use for reporting. Default is LOCALT.

Log Priority NOTICE v

Select system log Priority (Level) to use for reporting. Default is NOTICE

Enable Stats Cellection [ Suricata will pericdically gather performance statistics for this interface. Default is Not Checked.

IEnable HTTP Log Suricata will log decoded HTTP traffic for the interface. Default is Checked. I

IH‘I'I'P Log File Type Regular l ~

Select "Regular” to log to a conventional file, or choose UNIX "Datagram” or "Stream’” Socket 1o log to an existing UNIX socket. Default is "Regular

Ensuite dans Alert and Block Settings je coche Block Offenders pour
automatiquement bloquer les hotes ayant générés des alertes Suricata

Alert and Block Settings

I Block Offenders Checking this eption will automatically block hosts that generate a Suricata alert. I
—

| 1PS Mode Legacy Mode | hd

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Suricata inspection engine into the network
stack between the NIC and the 0S. Default is Legacy Mode.

Legacy Mode uses the PCAFP engine to generate copies of packets for inspection as they traverse the interface. Some “leakage” of packets will occur
before Suricata can determine if the traffic matches a rule and should be blocked. Inline mode instead intercepts and inspects packets before they are
handed off to the hast network stack for further processing. Packets matching DROP rules are simply discarded (dropped) and not passed to the host
network stack. No leakage of packets occurs with Inline Mode. WARNING: Inline Mode only works with NIC drivers which properly support Netmap!
Supported drivers include: bnxt, cc, cxgbe, cxl, em, ena, ice, igb, igc, ix, ixgbe, ixl, lem, re, v, vtnet. If problems are experienced with Inline Mode,
switch to Legacy Mode instead.

Kill States Checking this option will kill firewall states for the blocked IP. Default is Checked.

Which IP to Block BOTH v

Select which |P extracted from the packet you wish 1o block. Choosing BOTH is suggested, and it is the default value.

Et ensuite pour la suite je laisse les parametres par défaut.



Ensuite nous allons aussi surveiller l'interface LAN, pour ce faire je commence par
retourner sur la page de mon Suricata et sur la page interfaces et ici je clique sur Add

Services / Suricata (2]

Interfaces Global Settings Updates Alerts Blocks Files Pass Lists Suppress Logs View Logs Mgmt SID Mgmit

Sync IP Lists

Interface Settings Overview

Interface Suricata Status Pattern Match Blocking Mode Description Actions
O WAN(=mD) N &O)] AUTO LEGACY MODE protection_exterieure SO0

Ensuite sur cette fenétre je rentre ces informations, je sélectionne LAN car c'est
I'interface qu'on veut surveiller, je la nomme « surveillance locale » je coche ensuite
Send Alerts to system Log pour étre alerter de ce qui se passe sur mon interface et je
laisse les autres options par défaut

LAMN Settings

Enable Checking this box enables Suricata inspection on the interface.

Interface I LAN (em1) bl I
Choose which interface this Suricata instance applies to. In most cases, you will want to choose LAN here if this is the first Suricata-configured
nterface.
Description I Surveillance Locale I

Enter a meaningful description here for your reference. The default is the pfSense interface friendly description

Send Alerts to System Suricata will send Alerts from this interface to the firewall's systemn log.

Log MOTE: the FreeBSD syslog daesmon will automatically truncate exported messages to 480 bytes max

Log Facility LOCAL1 v

Select system log Facility to use for reporting. Default is LOCALT.

Log Priority WARMING v

Select system log Priority (Level) to use for reporting. Default is NOTICE

Enable Stats Collection [ Suricata will periodically gather performance statistics for this interface. Default is Not Checked.

— I—
Suricata will log decoded HTTP traffic for the interface. Default is Checked.

HTTP Log File Type Regular w

Select "Regular” to log to a conventional file, or choose UNIX "Datagram’ or "Stream”™ Socket to log to an existing UNIX socket. Default is "Regular”

Et ensuite je laisse les autres options par défaut et je sauvegarde et applique la
configuration.



Ensuite comme pour le WAN, je me rends dans Firewall > Outbound et clique ici sur
Add

Port Forward 1 Outbound NPt
Qutbound NAT Mode
Mode [n] ® D
Automatic outbound NAT Hybrid Outbound NAT Manual Outbound NAT Disable Outbound NAT
rule generation. rule generation. rule generation. rule generation.
(IPsec passthrough {Automatic Outbound [AOMN - Advanced (Mo Outbound NAT rules)
included) NAT + rules below) Outbound NAT)

=)
Mappings

Imterface Source Source Port Destination Destination Port MAT Address NAT Port Static Port Description Actions
v WAN 192.168.1.0/24 * * * WAN address * F SO0

(o e o e

Ensuite cette page s'ouvre, et je sélectionne ces parametres, sauvegarde et applique



Edit Advanced Outbound NAT Entry

Disabled ] Dizable this rule

Do not NAT [_] Enabling this option will disable MAT for traffic matching this rule and stop processing Outbound NAT rules

In most cases this opticn is not required.

Interface LAN ~

The imterface on which traffic is matched as it exits the firewall. In most cases this is "WAN" or another extemnally-connected inmterface.

Address Family IPva+IPVE v

Select the Internet Protocel version this rule applies to

I Protocol Any ~
Choose which protocel this rule should match. In most cases "any” 1s specified.
Source Network or Alias w 192168.1.0 /24 w
e S e o LT oo Port or Range
Destination Any w ! 24 v
Type Destination netweork for the outbound NAT mapping. Fort or Range
1 Not

Invert the sense of the destination match.

Translation

WAN address
Type

Connecticns matching this rule will be mapped to the specified address. If specifying a custom network or alias, it must be routed to the firewall.

Port or Range O Static Port
Enter the external source Port or Range used for remapping the original
source port on connections matching the rule.

Port ranges are a low port and high port number separated by ™"
Leave blank when Static Port is checked

No XMLRPC Sync O
Prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

I Description NAT LAN I

A description may be entered here for administrative reference (not parsed).

Et voila la configuration de mon IDS est terminée



